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Abstract

This article addresses the challenges arising from the widespread approach to optimizing
resource utilization and ensuring scalability - the balancing of multiple independent
containers on a single server - from an information security perspective. The risks associated
with this approach and the potential consequences of vulnerabilities and attacks in such an
environment are analyzed. Techniques and practices that can be used to mitigate these risks
and ensure an adequate level of security during container balancing are discussed. These
techniques include regular vulnerability detection and remediation in containers and their
components, proper security system configuration, the use of automated vulnerability
analysis, and container activity monitoring. Security practices such as access management,
the use of secure container images, and regular security training for personnel are also
examined. Mathematical models of various aspects of security issues during container
balancing are presented, including models of unauthorized access to containers on a single
server and configuration interaction models. Risk-based strategies for protection using
mathematical optimization methods to reduce risks and ensure the resilience of the
information system are considered. Risks are identified with insufficient isolation between
containers, code vulnerabilities, inadequate authentication, and access control mechanisms.
Emphasis is placed on the critical importance of security in ensuring the reliability and
integrity of data and systems as a whole and the need for systematic resolution of these
container-balancing information security issues. It is underscored that none of the possible
approaches to container security during balancing is universal, and developing
comprehensive security strategies is critically important. It is recognized as promising to
apply methods for detecting abnormal loads, protection against internal threats, and
integrating security measures into the container development lifecycle when developing more
secure container balancing methods.
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1. Introduction

With the development of modern information technologies and the utilization of containerization
in cloud environments, an increasing number of companies and organizations are facing the need to
balance independent containers on a single server [1]. Containerization is a virtualization technology
that allows packaging and executing applications and their dependencies in isolated environments
known as containers [2-3]. Each container contains everything required to run an application,
including code, libraries, configuration files, and other resources. They enable applications to operate
consistently in any container-supported environment, providing significant flexibility and portability
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In the case of deploying numerous containers on one server or a server cluster, there arises a
necessity for container balancing [5-6]. This task involves distributing the workload (i.e., resources
and computational capacity) among containers to ensure efficient resource utilization and maintain
high availability and system resilience [7].

In general, the mentioned technology allows for the efficient utilization of computational
resources, providing flexibility and scalability. However, one of the potential data security issues
when multiple independent containers are present on a single server as a result of balancing is the
possibility of one container affecting other containers residing on the same server [8-9]. Several
possible collisions that can arise in such a situation include:

1. Resource Overallocation: If one container consumes an excessive amount of resources such
as memory, CPU time, or network resources, it can lead to a reduction in available resources
for other containers [10-11]. The potential consequence is decreased performance or
operational failure.

2. Security Vulnerabilities: If one container has security vulnerabilities or operational
complexities, it can compromise the entire server and impact other containers running on that
server [12]. Inadequate isolation between containers can allow an attacker to propagate an
attack to other containers [13].

3. Unauthorized Access: If access control for containers or the server is not sufficiently
strengthened, one container may gain unauthorized access to the resources or data of other
containers on the same server [14-15].

4. Configuration Interference: If one container influences the server's configuration or other
containers, conflicts or unforeseen consequences may arise, potentially resulting in decreased
performance or operational failure.

The purpose of this article is to analyze the risks associated with balancing multiple independent
containers on a single server and the potential vulnerabilities and attacks that may pose challenges in
implementing this approach. Additionally, various techniques and practices are discussed that can be
employed to mitigate these risks and ensure an adequate level of information security. The proposed
solutions are examined in the context of facilitating systematic and timely resolution of information
security issues in container balancing scenarios, aiming to prevent unauthorized access, preserve data
integrity, and ensure overall system reliability.

Load balancing in the context of independent containers that are not logically connected presents a
unique set of challenges and opportunities. The fundamental idea is to distribute the computational
workload efficiently across these disparate entities, optimizing resource utilization and ensuring that
no single container is overburdened. This, in turn, contributes to enhanced system performance and
responsiveness.

One key consideration is the absence of logical connections between these independent containers.
In a traditional load balancing scenario, interconnected components can share information about their
current workloads, facilitating a more informed distribution of tasks. However, in the case of
independent containers, the challenge lies in devising mechanisms that allow for effective load
distribution without the luxury of direct communication.

2. Related works

The relevance of information security issues in balancing multiple independent containers on a
single server in the context of the increasing use of containerization in the IT industry places them at
the forefront of scholarly analysis [16-17]. Remote consolidation of applications on a single server
through containers can significantly simplify administration and resource management. However, it
also opens up new opportunities for malicious attacks and security breaches [18].

The heightened attention to this issue is driving the search for innovative solutions and
improvements to existing methods of securing containerized environments. Understanding the risks
and threats associated with load balancing contributes to enhancing the resilience and reliability of
these systems.

Many academic works focus on using containers to isolate applications on a single server and
load-balancing methods between these containers. For instance, in [19], the effectiveness of Docker



containers in modern applications is examined, along with identified security issues related to their
usage.

Other research concentrates on specific security issues associated with container adoption. In [20],
the risks of using vulnerable container images and strategies to minimize these risks are discussed.

Some studies combine load balancing and security aspects. In [21], the relationship between load
distribution and the capabilities for detecting and preventing attacks on load-balancing systems is
explored.

Although there is a substantial body of work related to containers, load balancing, and security
[22-23], certain aspects, including information security problems when balancing multiple
independent containers on a single server, remain inadequately explored for several reasons. Firstly,
there is instability in the realm of container identification and authentication, which can lead to
unauthorized data access. Additionally, aspects of ensuring data confidentiality between containers
that share server resources may create opportunities for data leakage. Another issue is that dynamic
scaling and deployment of containers can impact information security by introducing unexpected
vulnerabilities during the process. Furthermore, monitoring and auditing of container security are not
always given due attention, potentially resulting in overlooked threats. Lastly, the absence of
standardized security practices for container balancing complicates the development of effective
security strategies in this domain.

3. Research methodology

As evidenced by practice, the use of containerization and cloud environments, along with
balancing multiple independent containers on a single server, is becoming an increasingly common
approach to resource optimization and scalability. However, this process introduces certain challenges
and potential information security issues.

The roots of the problem are associated with the fact that when balancing containers on a single
server, there are risks of compromising confidentiality, integrity, and availability of information. The
increase in the number of containers operating on one server creates a conducive environment for
attacks and abuses that may target independent containers or the server infrastructure.

To understand and develop an approach to analyzing information security problems when
balancing independent containers on a single server, it is necessary to implement systematic and
objective research methods. The research methodology provides a system of steps and analytical tools
for examining the issue and determining appropriate information security measures. It helps structure
the analysis process, identify threats and vulnerabilities, and develop protection strategies.

The first step in this methodology is formalizing the research object, which allows for a
mathematical description of the system consisting of containers and a server. From this description,
we move on to identifying potential threats and vulnerabilities that can affect the system.
Subsequently, protection strategies are developed based on risk analysis and considering the identified
vulnerabilities.

The formalization of the task involves creating a mathematical model that describes all
components of the system, their interactions, and parameters. This model can be represented as a
system of mathematical equations and inequalities that reflect the operation of containers and the
server.

The mathematical model of the system can be expressed as follows:

1. Variables and Parameters:

Ci — the state of container i;
S — the state of the server;
T — the time interval;
Rij(t) — the state of interaction between container i and container j at time t;
Vi(t) — the state of vulnerabilities of container i at time t.
2. Description of Functional Dependencies:
e Rjj(t) depends on the configuration of containers and the server, as well as external factors
such as network traffic and the surrounding environment;



e Vj(t) depends on the configuration of containers and the server, as well as external factors

such as network traffic and the surrounding environment.

3. Formulation of Constraints and Conditions:

o Rjj(t) must satisfy security requirements, i.e., Ri; < [Maximum acceptable risk level];

e Vj(t) must be minimized, i.e., Vi(t) < [Maximum acceptable vulnerability level].

It is evident that R;j(t) and Vi(t) are states described mathematically over time (t). The units and
scale for these variables would be contingent upon the specific metrics used to quantify the state of
interaction between containers (R;) and the state of vulnerabilities (V). For example, Rj could be
measured in terms of network latency, data transfer rates, or any other relevant performance metric.
Similarly, V might be assessed based on the number or severity of vulnerabilities present in a
container.

In terms of comparison with the maximum acceptable levels, the article establishes clear
constraints and conditions for Rjj(t) and Vi(t). Rjj(t) is constrained by security requirements,
specifically Rjj < [Maximum acceptable risk level]. This implies that the unit of measurement for R;
should align with the chosen metric for risk assessment, and the scale should adhere to the defined
maximum acceptable risk level.

Likewise, Vi(t) is constrained by the minimization of vulnerabilities, expressed as Vi(t) <
[Maximum acceptable vulnerability level]. The units and scale for V; would be dictated by the chosen
metrics for quantifying vulnerabilities, and the scale should align with the stipulated maximum
acceptable vulnerability level.

In essence, the units and scale used to measure R and V are context-specific, aligning with the
chosen metrics for risk and vulnerability assessment. Comparing these measurements with the
maximum acceptable levels ensures that the system's security is maintained within predefined
thresholds, as outlined in the formalization of the mathematical model. This meticulous approach
facilitates a robust analysis of the system and the formulation of protection strategies, contributing to
the overall objective of achieving an optimal level of information security in container balancing
scenarios.

Such a mathematical model allows for the analysis of the system and the establishment of
parameters to achieve an optimal level of information security. Furthermore, based on this model,
potential threats and vulnerabilities of the system can be identified, and protection strategies can be
developed using mathematical optimization methods.

4. Vulnerabilities and configuration interference conflicts

One of the potential information security issues associated with having multiple independent
containers on a single server is the possibility of one container influencing other containers that reside
on the same server. This problem becomes more pronounced when these containers are being
balanced. When containers are located on the same server and are load-balanced, they may share
server resources such as memory, computing power, and network resources. If one container becomes
compromised or is subjected to an attack, it can have a negative impact on other containers running on
the same server.

Let's delve into this issue in more detail.

4.1. Risks and vulnerabilities in container balancing on a server

The seriousness of the security vulnerability threat when balancing multiple independent
containers on a single server lies in the fact that if one container has such a vulnerability or
complexity, it can lead to the compromise of the entire server and impact other containers running on
that server.

For a better understanding of this point, the risk of compromising the server can be represented as
a dependency that describes its value based on the number of vulnerable containers:



Nimp (1)
Ntotal,
where Rg;s — risk of compromise, N;,;, — number of vulnerable containers, Ny, - the total number
of containers. Equation (1) demonstrates that the more vulnerable containers are present on the server
as a result of balancing, the higher the risk of server compromise.

Table 1 presents the types of vulnerabilities and their potential impact on the server and containers.

Ryis =

Table 1
Types of vulnerabilities and their potential impact on the server and containers

Vulnerability type Possible impact
Data leakage between containers;
increased risk of attack impact

Insufficient isolation

Code vulnerabilities Execution of malicious code
Insufficient authentication Unauthorized access
Insufficient access control Unrestricted access to data

4.2. Unauthorized access

Unauthorized access is one of the serious security issues associated with balancing multiple
independent containers on a single server [24-25]. If access control to the containers or the server
itself is not properly enforced, it can open the possibility for one container to gain unauthorized access
to resources or data belonging to other containers on the same server [26]. This is a paramount and
pervasive information security concern. It represents a significant threat to the confidentiality,
integrity, and availability of data within containerized environments.

In the context of balancing multiple independent containers on a single server, the potential for
unauthorized access is heightened. The dynamic and distributed nature of containerized environments
necessitates a meticulous examination of access control mechanisms to ensure the secure operation of
each container. Unauthorized access can lead to data breaches, system disruptions, and compromise
the overall security posture of the environment.

The potential consequences of insufficient access control are described in Table 2.

Table 2
Consequences of unauthorized access to a container
Consequence Manifestations
Loss of confidentiality Unauthorized container gains access to confidential data,
compromising their confidentiality
Violation of integrity Unauthorized container may alter or damage data belonging to
other containers, compromising their integrity
Loss of availability Unauthorized container may disrupt the operation of other
containers, depriving them of availability
Propagation of attacks An attacker who has gained unauthorized access to a container

may be provided with opportunities to propagate attacks to
other containers

Figure 1 provides a schematic representation of the server architecture with container balancing,
showing the interaction between a vulnerable container and other containers. It illustrates the
mechanism by which one vulnerable container can be exploited by an attacker to launch attacks on
other containers and impact the server's operation.
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Figure 1: Interaction of an attacker with a vulnerable container and other containers in server
architecture with container balancing

The mathematical model of unauthorized access to containers on a single server can be represented
as an access and control level system, which includes various components and parameters. The main
components of this model include:

1.
2.

3.
4.

7.

8.

Containers (C): let's define the set of all containers deployed on the server as C =
{Cy,C,, ..., Cy}, where n — is the number of containers.

Server (S): the server on which the containers are deployed.

Users (U): the set of users who have access to the server and containers.

Access Rights (P): Define the set of all possible access rights as
P = {Read, Write, Execute} where Read — represents the right to read, Write — represents
the right to write, Execute — represents the right to execute.

Access Matrix (AM): The access matrix AM of size (n * m), where n — is the number of
containers and m — is the number of users, defines which users have access to which
containers and with what rights. The element AM [i][j] represents the access rights of user j
to container i.

Authentication and Authorization System: This system defines the rules by which users
authenticate and authorize for access to containers. It can be described using mathematical
functions and algorithms.

Vulnerabilities and Attacks (V, A): The set of vulnerabilities V' and possible attacks A, that
attackers can use to gain unauthorized access.

Security Mathematical Functions: Mathematical functions can be used to determine the
security level of the system, such as information entropy, attack probability, and others.

Let's express the mathematical relationships based on the outlined components in the model for
unauthorized access. Mathematical security functions will be calculated according to the formula for
determining information entropy:

- (2)
H= ) P;-log,(P),
2

where P; is the probability of a certain event (for example, unauthorized access).



This formula encapsulate the mathematical relationships within the proposed model and the
information entropy provides quantitative measures for evaluating the security level of the system.

Using this mathematical model, security analysis can be performed, risks can be identified, and
measures can be implemented to protect containers from unauthorized access. One of these measures
is container isolation, which is based on precise parameters and restrictions. They ensure resource
separation and security of container execution on a shared server. The use of specialized resource
control mechanisms allows mathematical determination of resource usage limitations for each
container, reducing the possibility of conflicts and resource overflows that could lead to unauthorized
access and affect other containers on the server.

Let's note that in the Linux kernels, there is a mechanism called Cgroups (Control Groups), which
allows limiting and controlling resources used by processes, including Docker containers. The use of
Cgroups enables setting limits on resources such as the central processing unit (CPU), random-access
memory (RAM), input/output (I/O), and others. Mathematically, this can be expressed as follows.
Let's assume that R represents a resource (for example, CPU). Then, the limitation on resource usage
by container C can be expressed as:

R(C) < R(Server), (3)
where R(C) — resource limits for container C; R(Server) — available server resources.

Taking such a dependency into account allows for resource consumption limitations by one
container and, thus, safeguards other containers from harm.

For modeling access levels and identifying unauthorized access possibilities, the RBAC (Role-
Based Access Control) formula is used to assign roles and define access rights for each container. The
access control model assesses the level of access to resources or data for each container:

Acces_Level = Role_Privileges N User_Privileges, (4)
where Acces_Level — is the access level determined as the intersection of role privileges and user
privileges; Role_Privileges — are privileges assigned to a specific container role; User_Privileges —
are privileges held by the user executing the container.

This formula helps identify unauthorized access possibilities when a user's access level intersects
with privileges assigned to the container.

4.3. Configuration interactions

Configuration interactions are another issue associated with balancing multiple independent
containers on a single server. In this scenario, the influence of one container on the server's
configuration or other containers can lead to conflicts or unforeseen consequences that can
significantly impact system performance and reliability.

One approach for analyzing and managing configuration interactions is to use conflict tables or
dependency tables. Such tables can reflect the relationships between different configuration
parameters of containers and the server, as well as define acceptable values, constraints, and
recommendations for their use.

Table 3 illustrates potential conflicts between container configuration parameters and server
parameters, along with provided notes on each conflict and its consequences. Such a table helps
identify potential issues and avoid improper configurations that could affect system security and
efficiency.

A schematic representation of the interaction of configurations between containers and the server
can take various forms, depending on the system's specifics and parameters. Figure 2 illustrates the
general structure of interactions between containers and the server. Such visualization helps track the
interplay of configurations and identify potential issues.

In this diagram, each container and server have their configuration parameters, such as CPU,
RAM, Storage, Network, Port, and Protocol. The arrows depict the interaction between containers and
the server. For example, a container with a high-performance CPU interacts with a server that also has
a high-performance CPU. Each container can have its configuration, which may affect interactions
with other containers and the server.



Table 3

Conflict tables for analyzing configuration interactions between containers and the server

Configuration Configuration Server Server Interrelationship Notes
parameter parameter parameter parameter
influence impact
Excessive
allocation of CPU
on the server can
lead to resource
CPU resource High CPU frame Low Conflict overuse.
Too many
containers can
consume all
Number of available memory
containers Many Server RAM High Conflict on the server.
Different OS
versions may cause
Container OS Server OS compatibility
version Ubuntu version CentOS Conflict issues.
A blocked port can
Server restrict access to
Access port 8080 firewall Prohibited Conflict the container.
The firewall may
block network
Network Server access to the
access Allowed firewall Prohibited Conflict container.
Container 1 Container 3
1) CcPu:High 1™ CPU: Medium
JL . ” RAM: 8 GB ] : RAM: 4 GB
- . Storage:1TB Storage: 500 GB
. “Y Network: 1Gbps Network: 1Gbps
H W Port: 8080 Port: 80
| - . Protocol: HTTP Protocol: HTTP

Protocol: HTTP

Container 2 Container 4
1) CPU:High 1) cpuLow
JL i ” RAM: 16 GB IL " H RAM: 2 GB
L = Storage:2TB - = | Storage: 100 GB
“I Network: 10 Gbps “ Network: 100 Mbps
H H Port: 8080 H H Port: 443

. Protocol: HTTPS

Figure 2: Interplay of configurations between containers and the server

5. Modeling the interaction of configurations

Modeling the interplay of configurations involves mathematical relationships between
configuration parameters and their impact on system performance or reliability [27]. This allows us to
forecast potential consequences of configuration changes and develop optimal management strategies.
Here are some of the relationships:



1. Linear Interplay Model: Suppose we have two configuration parameters, A and B, and we
want to determine how changes in one parameter affect the other. You can use a linear model,
such as B = k * A + b, where k and b are coefficients of the model that define the
relationship between parameters A and B. Using this formula, you can predict how changes in
parameter A will impact parameter B.

2. Functional Dependency: Sometimes, the interplay of configurations can be expressed using
functional dependencies. For example, if we have parameters A, B, and C, we can have a
formula like C = f(A4,B), where f is a function that defines the relationship between
parameters A and B and their influence on parameter C. This could be a mathematical
function or a set of rules determining the value of parameter C based on the values of A and
B.

3. Regression Models: In some cases, regression models can be used to analyze the interaction
between configuration parameters and performance indicators, such as system performance or
reliability. A regression model can include various factors and coefficients that determine the
impact of each parameter on the performance indicator.

A scatter plot is used to illustrate the relationships between different configuration parameters,
where various configuration parameters are presented on the graph [28, 29]. This helps identify
correlation relationships between parameters and determine how they interact with each other.

To create a scatter plot and determine the relationships between information security parameters
when balancing containers on a single server, the following parameters and their corresponding
security metrics can be used, among others:

1. Parameter N — Number of containers on the server.

2. Parameter SL — System security level (numeric indicator ranging from 1 to 10).

3. Parameter SCI — Use of secure container images (binary indicator: "Yes" or "No™).

4. Parameter CAM — Level of container activity monitoring (numeric indicator ranging from 1 to
5).

5. Parameter AA — Authentication and authorization level (numeric indicator ranging from 1 to
10).

These parameters represent key aspects of the information security landscape when balancing
containers on a single server. The scatter plot will visualize the relationships between these
parameters, allowing for the identification of correlation patterns and insights into how they interact
with each other.

The proposed parameters encompass both quantitative and qualitative indicators, providing a
holistic view of the system's configuration and its impact on security. For example, the binary
indicator SCI denotes the use of secure container images, while SL, CAM, and AA represent numeric
indicators, offering a nuanced understanding of system security levels, container activity monitoring,
and authentication and authorization levels, respectively.

The impact of configuration parameters on system performance is presented in Table 4. This table
provides generalized information about the impact of various configuration parameters on the
performance of system components. The specific impact of each parameter may vary depending on
the specific system and its requirements.

Table 4
The impact of configuration parameters on system performance

Configuration parameter Impact on system performance

Increasing CPU power has a positive impact on system performance,
providing faster execution of computational tasks
A larger amount of RAM allows the system to simultaneously process
more data and programs, increasing performance.
High network throughput enables fast data exchange between
system components, which positively affects performance
High network throughput enables fast data exchange between
system components, which positively affects performance

CPU power
RAM capacity
Network throughput

Cache memory




6. Security strategies

After analyzing risks and identifying system wvulnerabilities, developing security strategies
becomes the next crucial step to ensure system safety. This phase involves devising and implementing
protective measures aimed at reducing risks and ensuring system resilience. Security strategies based
on risk analysis and accounting for identified vulnerabilities aim to provide effective and targeted
protection for a containerized server environment. Security strategies that utilize mathematical
optimization methods include:

1. Optimal Container Placement: Mathematical models and optimization algorithms determine
the most efficient placement of containers on the server. This reduces potential risks and
vulnerabilities while ensuring optimal resource utilization.

2. Risk Management: Mathematical models help assess risks and their impact on the system.
Optimization methods identify the best approach to manage these risks, including the
selection of protective measures and their priorities.

3. Vulnerability Minimization: Using mathematical methods to identify the most critical
vulnerabilities in the system and developing strategies to minimize them. This includes
patching vulnerabilities, enhancing security policies, and implementing other measures.

4. Resource Optimization: Utilizing mathematical models to optimize resource allocation
between containers and the server while considering security aspects. This helps achieve
efficient utilization of computational and network resources.

The application of mathematical optimization methods enables the development of optimal and
effective security strategies, reducing risks, and enhancing system security in the context of
containerized server balancing.

7. Discussions

The article brings attention to certain critical aspects that have remained inadequately explored in
the existing body of literature. Specifically, the issues of instability in container identification and
authentication, challenges in ensuring data confidentiality, and the impact of dynamic scaling on
information security are identified as key gaps. By delving into these areas, our work contributes vital
insights that complement and extend the current state of knowledge.

The absence of standardized security practices for container balancing, as highlighted in our
analysis, poses a significant challenge. Our results contribute by shedding light on the intricacies of
security issues specific to the dynamic environment of balancing multiple independent containers on a
single server. This insight is crucial for the development of effective and tailored security strategies,
filling a crucial void in the current scholarly discourse.

While some studies have explored the relationship between load distribution and security aspects,
our work adds depth to this exploration. By focusing on the security problems inherent in balancing
multiple independent containers, we provide a more nuanced understanding of the intersection
between load balancing and security, offering valuable perspectives that go beyond the existing
analyses in the field.

In conclusion, the obtained results stand out as a significant advancement in scholarly analysis by
addressing critical gaps, tailoring security strategies, integrating load balancing and security
considerations, and adopting a holistic approach to container security. The relevance of our findings
lies in their ability to enhance the resilience and reliability of systems in the face of evolving
challenges associated with the increasing use of containerization in the IT industry.

8. Conclusion

In conclusion, the article addresses critical issues related to information security when balancing
independent containers on a single server. It emphasizes the need to pay proper attention to these
aspects since inadequate measures can lead to serious consequences, including data compromise and
threats to system security. The article proposes various techniques and practices to mitigate risks and



ensure an adequate level of security, such as regular vulnerability detection and remediation, security
system configuration, the use of automated vulnerability analysis, and proper access management.
Ultimately, the article underscores the importance of systematically addressing these information
security issues in container-balancing environments, which are becoming increasingly prevalent. It
highlights that security is critically important for ensuring the reliability and integrity of data and
systems as a whole.
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