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КАДРОВІ РИЗИКИ У ПРОЦЕСІ ЗАБЕЗПЕЧЕННЯ ФІНАНСОВО-ЕКОНОМІЧНОЇ 

БЕЗПЕКИ ТА КАДРОВА ПОЛІТИКА ЯК ІНСТРУМЕНТ УПРАВЛІННЯ НИМИ 
 

Проблема. Персонал є одним із основних факторів виробництва, обов’язковою умовою «старту» 

підприємницької діяльності для нових компаній і вагомою конкурентною перевагою для суб’єктів 

господарювання, які уже певний час функціонують на ринку. На відміну від інших ресурсів, кадри 

характеризуються такою особливістю, як власна поведінка у тих чи інших обставинах, що є джерелом 

численних ризиків для стану фінансово-економічної безпеки підприємницьких структур. Саме дії чи 

бездіяльність, зумовлені поведінкою працівників підприємства, інколи за вказівкою топ-менеджменту 

або з власної ініціативи, провокують випадки неефективного, а інколи, і неправомірного використання 

активів суб’єкта господарювання, що завдає йому фінансових, матеріальних, репутаційних збитків. 

Через це кадрові ризики усе частіше стають об’єктом моніторингу та контролю з боку професіоналів з 

фінансово-економічної безпеки. Кадрова політика на разі є тим інструментом організації роботи 

персоналу у площині фінансово-економічної безпеки, що може врегулювати інтереси усіх сторін і 

закласти підвалини результативного кадрового ризик-менеджменту.  

Метою дослідження є визначення різних видів кадрових ризиків, які впливають на рівень фінансово-

економічної безпеки суб’єктів господарювання, та систематизації інструментів протидії їм у площині 

окремих функціональних підсистем системи фінансово-економічної безпеки підприємств. 

Методи. У процесі дослідження використані монографічний метод і метод теоретичного аналізу. 

Також застосовано прийоми аналізу і синтезу. Метод узагальнення використано у процесі формування 

висновків за результатами проведеного дослідження. 

Результати. Визначено різні види кадрових ризиків, що впливають на рівень фінансово-економічної 

безпеки суб’єктів господарювання. Зроблено припущення щодо можливих позитивних наслідків кадрових 

ризиків для фінансово-господарського стану підприємств.  

Наукова новизна. Встановлено сутність поняття кадрового ризику з позиції забезпечення 

фінансово-економічної безпеки. Уточнено кадрові ризики для нормального функціонування різних 

підсистем фінансово-економічної безпеки суб’єктів господарювання. Виявлено інструменти запобігання 

кадровим ризикам у процесі забезпечення фінансово-економічної безпеки бізнес-структур. 

Висновки. Існує велика кількість класифікацій кадрових ризиків, в основу яких покладено різні 

класифікаційні ознаки, що спрямовані на полегшення роботи фахівців з ризик-менеджменту щодо вчасної 

ідентифікації ризиків та їх попередження. Кадрові ризики впливають на стан фінансово-економічної 

безпеки підприємства на кожному етапі кадрової роботи. Таким чином, кадрова політика, що є 

документом, який фіксує традиції і правила управління персоналом суб’єкта господарювання, може 

стати ефективним інформаційним і стратегічним інструментом управління такими ризиками за умови 

інтеграції до її складу розділів, які зафіксують зобов’язання управлінського персоналу відслідковувати 

кадрові ризики, вживати заходів щодо запобігання їм та протидії їх наслідкам, а також робити усе 

можливе для попередження повторів появи ризикових факторів у майбутньому. 

Ключові слова: кадрові ризики, персонал, кадрова політика, фінансово-економічна безпека, ризик-

менеджмент, теорія поколінь. 
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ASSESSMENT OF THE LEVEL OF ECONOMIC SECURITY OF INDUSTRIAL 

ENTERPRISES: APPROACHES, METHODS, TOOLS  
 

The article is devoted to the analysis of existing methodological approaches to assessing the level of 
economic security of industrial enterprises. The advantages and disadvantages of the available tools for 
diagnosing the state of economic security of economic structures of the industrial sphere are specified. Problems 
of analysis of the level of economic security of industrial enterprises are revealed. The indicators of assessing the 
level of economic security are studied, assumptions are made about the possibilities of their improvement and 
their list expansion. An attempt is made to determine the characteristics of assessing the level of economic security 
of industrial enterprises, taking into account the specifics of their financial and economic activities. 

Keywords: economic security, industrial enterprise, level of economic security, assessment, diagnostics, 
analysis, methods, indicators. 

 

Introduction. Assessing the level of economic security of economic entities is not only one of the 
stages of its management, but also a complex multi-stage process, the effectiveness and reliability of the 
result of which depends on the approaches, mechanisms and procedures chosen by the analyst. While 
scientists are engaged in heated discussions on how to diagnose the economic security of enterprises, 
how many and which indicators should be used, how to gather information for analysis and interpret the 
results in the form of specific management decisions, company management says there is no universal 
method of assessing the level of economic security, suitable for use at the application level of the 
business structures economic security system. A large number of recommendations that translate the 
diagnosis of the level of economic security in the field of risk management, in the layer of crisis 
management, only confuse those who in practice are trying to get a reliable assessment of the level of 
economic security of the own company.  

Thus, there is a need to simplify the approaches, methods, tools for assessing the level of economic 
security of economic entities, which can be done effectively only after the specification of the 
shortcomings in the traditional mechanisms of analysis and monitoring. A separate methodological 
challenge is the need to take into account the specifics of the type of economic activity of the object, the 
assessment of the security level of which is planned. After all, for different forms and types of economic 
structures, indicators of the state of economic security must be slightly different, otherwise the reliability 
of the obtained result will decrease.  

Literature review. Problematic aspects and existing approaches to ensuring economic security 
are the basis of research by many modern scientists [1-4]. Assessing the level of economic security or 
diagnosing its condition ‒ is an important component of the mechanism for managing the economic 
security of enterprises in various fields, including industrial economic structures. Awareness of this fact 
gave rise to a large number of scientific publications. Thus, Dovbnya S. B., Rudenko O. V. offer a 
conceptual approach to comprehensive diagnostics of economic security of industrial enterprises of 
Ukraine [5], Kartecheva O. S. analyzes approaches and methods for assessing the economic security of 
industrial enterprises [6], Voloshchuk L. O. describes own version of the classification of approaches 
and methods of forming analytical tools for assessing the economic security of industrial enterprises [7], 
Melikhova T. O. considers it rational to determine the state of economic security of industrial enterprises 
on the basis of analysis their financial condition, the probability of bankruptcy, the net economic effect 
of attracting investment [8], Kyslova L. A. explores the basics of diagnosis and monitoring of economic 
security in general [9], and Pysarenko B. A., Protsenko N. B. take care of issues diagnostics of economic 
security of functioning of industrial enterprises [10].  
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A number of publications are devoted to certain components of the process of assessing the level 
of economic security of economic entities, the tools of such assessment. For example, Lashchenko V. 
A. offers diagnostics of probability of bankruptcy for the express analysis of economic security of the 
enterprise [11], Storozhuk N. V. considers investment controlling as a means of diagnostics of a 
condition of economic security of the enterprise [12], Mohylina L. A. generalizes methodical aspects of 
an estimation of level of economic instability as a factor of negative impact on the financial security of 
industrial enterprises [13]. A separate category is formed by research on the problems of assessing the 
level of economic security of industrial enterprises of certain activities.  

Thus, Filyppova S. V., Nizyayeva S. A. determine the features of diagnosing the level of economic 
security of wineries [14], Karayim M.M. studies the specifics of assessing the level of economic safety 
of machine-building enterprises [15], Matsekha D.S. studies the functional components of economic 
security and indicators of their assessment for light industry enterprises [16], Pikh M.Z. studies a 
systematic analysis of the state of economic security of food industry enterprises [17]. All these 
publications laid the foundations for a mechanism for assessing the level of economic security of 
industrial enterprises. However, until a universal, unified, approved at the state level and tested in 
practice approach to diagnosing the state of economic security of industrial structures is absent, the topic 
chosen for research will not lose its relevance.  

The purpose of the article. The aim of the study is to analyze the existing methodological 
approaches to assessing the level of economic security of industrial enterprises. To successfully achieve 
this goal it is necessary to perform a number of tasks: to specify the advantages and disadvantages of the 
available tools for diagnosing the state of economic security of economic structures of the industrial 
sphere; to identify problems of analysis of the level of economic security of industrial enterprises; to 
make assumptions about the possibilities of improving and expanding the list of indicators for assessing 
the level of economic security of industrial enterprises; to determine the characteristics of assessing the 
level of economic security of industrial enterprises, taking into account the specifics of their financial 
and economic activities.  

Results and discussion. A large number of decisions made by stakeholders on the vectors of 
cooperation with a company are based on information about the results of its financial and economic 
activities, which can be concluded about the effectiveness of its work at the moment and its level of 
economic security as an indicator of probability of continued operation and remain in the market in the 
future. Thus, the assessment of the level of economic security can be conducted as a comprehensive, 
periodic act, aimed to meet the needs of internal users ‒ owners, top management, company staff, and a 
process based only on public data and information ‒ for external stakeholders ‒ creditors, investors, 
contractors, state regulatory bodies and business supervisors. Regardless of the purpose of the 
assessment and the end user of information about such an assessment, the selection of tools and methods 
for diagnosing the level of economic security is of a great importance for the reliability of the assessment 
result. And since there is no single recommended universal method for assessing the level of economic 
security of enterprises, the choice of analytical approach to the implementation of this process is 
entrusted to management, which in turn seeks the answers and tips in the field of research.  

Voloshchuk L.O. notes that the level of economic security of the enterprise ‒ "is the degree of 
achievement of safe conditions for the operation of the enterprise. Regardless of a particular approach 
and methodology, the assessment of economic security of the enterprise involves two key blocks: 1) 
determining the value of the indicator (or indicators) that characterizes the economic security of the 
enterprise; and 2) determining the level of economic security of the enterprise "[7, p.224]. The level of 
economic security can also be understood as a measure of protection of economic interests of the 
enterprise and its owners, as well as corporate resources, from external and internal threats impact. As 
for the process of assessing the level of economic security, there are several stages: choosing a system 
of indicators or one of the available diagnostic methods, collecting the necessary information for 
analysis, calculating indicators and forming an expert opinion on the values obtained, establishing the 
level of economic security of the business entity.  

As noted by Kartecheva O. S. "all available approaches to the development of technology for 
assessing economic security can be divided into three groups: 1) those whose supporters use a 
combination of well-known, proven methods; 2) those that form the unique method of assessing 
economic security with miscalculations of its functional components; 3) those that propose to determine 
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a comprehensive criterion for the levels of key performance indicators and their ranks" [6, p.265]. In 
addition, security researchers divide all approaches into "1) single-stage ‒ provide an assessment of the 
economic security of the enterprise and determine its level by a certain integrated indicator or a limited 
set of indicators; 2) two-stage ‒ provide for the assessment of economic security of the enterprise first 
on certain components, followed by integration of the obtained estimates in the integrated indicator of 
the level of economic security of the enterprise" [7, p.225]. We support the second approach, because it 
is difficult to imagine a reliable assessment of such a complex characteristic of the economic condition 
of the enterprise as its economic security, without taking into account the indicators of the state of each 
of its functional components. But in the end, to meet the information needs of management and business 
owners, it is necessary to determine a generalized single indicator of the level of economic security, 
which can be an indicator of financial and economic decisions on the vectors of current and future 
activities of the enterprise.  

The main disadvantage of existing methods of assessing the level of economic security is their 
expert nature, so their use is associated with the risk of incomplete consideration of the impact of 
environmental factors on the economic security of the enterprise. At the same time, the attempt to cover 
as many factors as possible leads to the pettiness of individual, or excessive "load" of the evaluation 
matrix, which will prevent adequate perception of information, to correctly determine the main 
reasonable decisions [6, p.266].  

The widespread use of the expert method is explained by the fact that the indicators proposed by 
scientists to assess the level of economic security and diagnose the state of its individual functional 
subsystems can not be calculated mathematically, or they do not have recognized normative, oriented 
values, which necessitates their interpretation at expert level. The problem with this approach is to 
determine the list of experts, especially for those enterprises where a small number of staff work and 
there is no separate unit to organize the work to ensure economic security. In addition, in the foundation 
of the existing classifications of methods for assessing the level of economic security there is no single 
approach to determining the criteria, which complicates the justification for choosing a particular 
approach to assessing the economic security of the enterprise [7, p.230].  

The use of quantitative and qualitative indicators for the assessing the level of economic security 
in one or another of their ratios is the most popular method of diagnosis, and this approach is often called 
an indicator approach. Pysarenko B. A., Protsenko N. B. note that "assessment of the level of economic 
security on the basis of the indicator approach involves the definition with high accuracy of the base of 
comparison ‒ indicators. It is the level of accuracy of indicators in this case is the problem, which is that 
currently there is no methodological basis for determining indicators that take into account the 
peculiarities of the enterprise, due to its industry affiliation, ownership, capital structure, organizational, 
technical and financial economic level. In addition, it is necessary to constantly adjust the system of 
indicators that are indicators of economic security of the enterprise" [10, p.302].  

The analysis of the professional literature does not yet allow to establish what specific and unique 
indicators of economic security are offered by scientists to assess its level in the practice of industrial 
enterprises. At the same time, specific orientation is called the undisputed advantage of this approach. 
The convenience of its use is also due to the ability to add their own assessment indicators, which the 
top management of the entity considers indicative for the diagnosis of its economic condition and the 
level of protection from external and internal hazards and threats. That is, the number of indicators can 
be changed, but it should be borne in mind that in this case it is necessary to adjust their share in the 
final indicator of the level of economic security. However, given the specifics of the functioning of each 
individual enterprise into account, to conduct one such methodological procedure, in our opinion, is 
better than to obtain inaccurate, biased results from each periodic assessment. In most cases, to carry out 
a comprehensive diagnosis of economic security, it is proposed to use quantitative and qualitative 
indicators; their combination allows to obtain a complete real picture of the level of security and the 
presence of signs of negative impact on it [15, p.50]. Quantitative indicators should be calculated using 
mathematical tools and computer technology, qualitative indicators should be evaluated by comparison 
and expert method.  

Karayim M. identifies the following set of difficulties for the active application of existing 
methods of monitoring the level of economic security: the complexity of mathematical formalization of 
the process, problems taking into account industry specifics, excessive cumbersomeness and complexity, 
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problems with choosing objective indicators of security, difficulties in choosing criteria to assess each 
functional component, differences in the structure of the security system of the enterprise [15, p.50]. We 
agree with a colleague, and believe that some of these problems can be solved by using modern 
information technology (for example, the use of computer technology can greatly simplify mathematical 
calculations, as well as systematize, group indicators, which minimizes the complexity of the calculation 
process). Ideally, researchers should offer a software product for practitioners ‒ as a tool for assessing 
the level of economic security, which will be integrated into the information system of the management 
system of the business entity. At the application level, one need a ready-made functional tool for 
analyzing the level of economic security, rather than a difficult to understand methodological approach.  

Some researchers believe that the construction of an integrated indicator of economic security of 
the enterprise at the present stage of development of science is still impossible. This is due to the lack of 
today normatively and methodologically established list of indicators that directly affect the level of 
economic security of the enterprise, and their critical values [6, p. 266]. Indeed, standards and 
benchmarks have only indicators that are borrowed to diagnose the state of economic security in terms 
of financial analysis, financial monitoring, assessment of the probability of bankruptcy, and so on. For 
indicators of the level of personnel, information, legal, market and a number of other functional 
components of the economic security system standards are set by situational expert method, which 
causes the problem of unsuitability for use in other enterprises in addition to diagnosing the state of 
economic security for which it was developed. However, without an integrated indicator of the level of 
economic security, the level of information value of its diagnosis will decrease, as it will be impossible 
to compare different economic structures on this parameter, for example, to make investment decisions; 
the option of forming a rating of enterprises based on the level of economic security within one or more 
industries will be unavailable, etc.  

In general, the theory of economic security has recently known such approaches to assessing the 
level of economic security of economic entities as resource-functional approach (assessment of the level 
of economic security of the enterprise is based on the assessment of corporate resources by special 
criteria), financial approach (according to it, economic security is profit in absolute (volume of profit) 
and relative (quality of profit, profitability) expression), indicator approach (assessment of economic 
security is established by comparing the actual performance of the enterprise with set orienteers [6, 
c.267]. According to Voloshchuk L. alternative approaches include program-target, economic-
mathematical, risky, profitable-investment approaches [7, p.226].  

In general, in the source [7] we find a mention of as many as 28 (excluding alternative names) 
approaches to assessing the level of economic security of industrial enterprises: (single-stage (integrated, 
rapid assessment), two-stage (decomposition, detailed assessment), threshold (indicator, static), 
dynamic, functional, resource, resource-functional (investment), strategic, systemic, financial, 
economic, complex, alternative, factorial, list, normative, comparative (benchmarking), target on-target, 
strategic), statistical, economic-mathematical, descriptive, quantitative, graphical (semigraphical), two-
level, three-level, four-level, five-level, seven-level). However, distinguishing these approaches, 
researchers do not give clear recommendations, which of them are the most suitable for use by domestic 
enterprises in the conditions of financial and economic activity that have developed for them today in 
Ukraine.  

Pysarenko B., Protsenko N. note that the economic security of the enterprise is a function of 
technological, resource, financial, market, social and environmental security. Each of the types of 
security has its own assessment parameters [10, p.302]. This position is shared by Filyppova S., 
Nizyayeva S., proposing to consider: assessment of the level of the financial component, assessment of 
the level of intellectual and personnel component, assessment of the level of investment and 
technological component, assessment of the level of material and technical component, assessment of 
the corporate component and assessment level of the managerial component of economic security of the 
enterprise [14, p.18].  

Matsekha D. believes that the economic security of the enterprise as a whole is formed by financial, 
managerial, informational, personnel, social, technical and technological, innovative, political and legal, 
environmental, anti-crisis, market-interface and power components [16, p.133]. A large number of 
functional components of the economic security system requires a large number of indicators to assess 
their condition. Therefore for diagnostic procedures it is necessary to allocate some subsystems 
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significant for a condition of economic security of the enterprise, to form a set of quantitative and 
qualitative indicators for their estimation, to establish specifications and to define levels of economic 
security for transformation of quantitative value of the final indicator into qualitative estimation.   

Karayim M. believes that the optimal method of monitoring economic security should provide that 
"for each functional component, only the most important indicators are selected, and their number is 
minimal; for each indicator the specific weight in structure of a certain functional component is defined 
taking into account its importance for the characteristic of level and dynamics of safety and specificity 
of economic activity of the enterprises; the defined limit values of each indicator provide a clear 
identification of the level of security, which allows the identification of signs of a particular threat not 
only in relation to the functional area, but also a particular sector of observation" [15, p.54]. It is quite 
convenient to use score values to evaluate quality indicators. In general, scoring techniques are quite 
convenient for use by analysts of business structures, as well as external experts who may be involved 
in the evaluation procedure by investors, shareholders or management under outsourcing agreements. In 
the process of analyzing practices, methods, tools for assessing the level of economic security of 
enterprises, we noted that even if the author declares in the name or within the identification of the object 
of study industrial enterprises, in fact, the publication still does not clearly reflect the specifics of 
diagnosing economic security of industrial enterprises ‒ they do not offer additional indicators, do not 
determine the typical methods of evaluation, etc.  

Domestic industrial enterprises face new challenges that they need to overcome in order to 
maintain their market position, given the growing competition from European companies. For example, 
the Sustainable Development Goals state that the target for the share of sold innovative products in 
industrial output should be 5% in 2020, while according to the State Statistics Service of Ukraine in 
2015 this figure was 1.5%, in 2017 ‒ 0.7% and in 2018 ‒ 0.8% [18]. Positive dynamics is demonstrated 
by the rate of return on fixed assets (with a target for 2020 ‒ 0.13, its value over the past few years was: 
in 2015 ‒ 0.1194, in 2016 ‒ 0.1199, in 2017 ‒ 0.1195 , in 2018 ‒ 0,1204 ‒ but note that we have general 
statistics of enterprises, not only for industrial economic entities) [18]. The dynamics of the number of 
industrial enterprises in Ukraine from 2016 to 2018 was negative (Fig. 1), which indicates the cessation 
of economic structures in this segment of the national economy, which encourages efforts to strengthen 
economic security of industrial enterprises, as well as the need to obtain timely and objective assessment 
of its level to identify the threat of bankruptcy and liquidation of the enterprise in the nearest future. 

 

 
Fig.1. Dynamics of the number of industrial enterprises in Ukraine 

Source: compiled by the author according to [18] 
 

The level of economic security of industrial enterprises should be dependent on their fixed assets, 

level of innovation, wear and tear of equipment, obsolescence not only of machinery and production 

technologies, but also the skills and competencies of staff working at the enterprise. Assessment of 

intellectual and personnel security is a very important stage in the analysis of human resources in the 
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system of economic security of industrial enterprises. Peculiarities of conducting their economic activity 

require from employees a certain level of qualification, education, experience, time management, 

discipline, ability to follow the norms and rules of safety. Communication skills, ability to work in a 

team, information and financial literacy can be considered secondary of importance for the staff of such 

enterprises. 

Important for the state of economic security of industrial enterprises, in contrast to, for example, 

financial institutions or trading companies, is technical and technological security, which depends on the 

quality, efficiency and safety of production processes, the ability to continuously produce products of 

such quality that can satisfy consumer needs better than competitors in a particular market segment. At 

the same time, such functional components as interface and corporate security can be considered not so 

important for industrial enterprises. Thus, to reflect the specifics of assessing the level of economic 

security of industrial enterprises in comparison with other economic entities can be, first of all, by 

establishing the weights of each functional component of a comprehensive system of economic security 

in the final assessment of its condition.  

Therefore, the characteristic features of assessing the level of economic security of industrial 

enterprises should be recognized: 

- dominance of technical-technological, material and intellectual-personnel components in the 

system of assessing the level of economic security of an industrial enterprise; accordingly, for these 

functional subsystems, more indicators should be developed for analysis, both quantitative and 

qualitative, and their share in the final indicator of the level of economic security should be greater than 

those of other functional subsystems; 

- assessment of the level of economic security should take place taking into account the production 

cycle of industrial enterprises, as well as begin no earlier than the end of the financial year; 

- if the production indicators of the enterprise are not taken into account when assessing the level 

of the material component of economic security, an additional functional subsystem ‒ production 

security ‒ as part of a comprehensive system of economic security of the enterprise to ensure a reliable 

assessment of its condition; 

- to assess the level of economic security of industrial enterprises should take into account the 

indicators of wear and tear of equipment, its obsolescence, the availability of own rather than leased 

premises, the number of equipment downtime for one reason or another, the presence or absence of 

stocks, the number of staff changes, presence or absence of state orders, budget financing, belonging to 

the critical infrastructure of the state, etc.  

Conclusions. The study of the theoretical foundations of assessing the level of economic security 

of industrial enterprises, namely the approaches, methods, tools of this process, allowed us to draw the 

following conclusions. 

1. There are a large number of approaches to assessing the level of economic security of business 

structures, however, none of them has a pronounced specificity that would explain the feasibility of its 

use for industrial enterprises. Statistics show that the industry is undergoing qualitative and quantitative 

transformations, the process of adaptation to the requirements of sustainable development. Under such 

conditions, the assessment of the level of economic security is one of the incentives for timely and 

rational management decisions by the management of economic structures. Therefore, its objectivity and 

reliability are very important, and their guarantee should be the basis of analytical procedures to specify 

the level of economic security. 

2. Analysis of the tools recommended for assessing the level of economic security of business 

structures allows us to conclude that a two-stage assessment is needed. At the first stage quantitative and 

qualitative indicators of a condition of various functional subsystems of system of economic security are 

defined, at the second ‒ the final, general indicator of a condition of economic security on which value 

the conclusion concerning a level of economic security of the enterprise is formed. Determination of 

indicator values is carried out mathematically, with the involvement of experts, by comparison with 

analogues. Scoring techniques are easy to use. 

3. Industrial enterprises have specific characteristics of economic activity in comparison with 

other economic entities, and this fact should be reflected in the method of assessing the level of their 
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economic security. Analysts need to revise the weights of the various functional components of the 

economic security system of industrial business structures in order to give priority to indicators specific 

to these economic structures in the final indicator. Also, to assess the level of economic security of 

industrial enterprises, an important role is played by the expert assessment of specialists who are familiar 

with a particular type of industrial production.   

Prospects for further research ‒ are to form the theoretical foundations of the author's methodology 

for assessing the level of economic security of industrial enterprises in terms of their operation in the 

realities of VUCA world. 
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