Zachosova N., PhD (Economics), Associate Professor,
Cherkasy National Universitynamed after Bohdan Khmelnytsky

THREATS TO FINANCIAL INSTITUTIONS ECONOMIC SECURITY
UNDER HYBRID WARFARE AND EUROPEAN INTEGRATION

Economic realities, in which conduct their activities financial institutions in
Ukraine, act now as a favorable environment for the formation of numerous types of
threats to the efficient operation of financial intermediaries. Questions of
specification, synthesis and properties of basic economic security threats for financial
Institutions economic security are important because of the need of formation an
accurate list of the necessary steps in developing a mechanism of risk management
and process of economic security system control.

Separately we should consider the following types of threats that are non-
traditional for financial institutions economic security system, but now make a strong
influence on the results of their operation, and hence on the control of their economic
security system as hybrid threats. In early 2017 hybrid threats are largely determine
the existence contour of domestic financial institutions. Specialists of the National
Institute for Strategic Studies claim that the activities of the domestic financial
market and its participants take place under conditions of driving a hybrid war, which
means military action carried out by a combination of military, kvazimilitary,
diplomatic, information, economic and other resources to achieve the strategic
political purposes. The specificity of this combination is that any of the military and
non-military ways of hybrid conflict is used for military purposes like a weapon [1,
p.19]. Accordingly, in the economic sphere financial institutions may act as driving
hybrid warfare agents and their financial products and services - as instruments of
war.

Hybrid threats to the functioning of the domestic financial market and its

professional participants systematized in Table 1.
Table 1
Hybrid threats to Ukraine's financial market functioning and to activities of its members

Hybrid threat

Impact on the financial market and on the activities
of financial institutions

Dependence of financial market,
particularly the banking sector of the
Russian capital

The impact on the formation of the exchange rate,
which contributes to the exchange rate risks, loss of
public confidence in financial institutions as a whole

Insolvency of banks with Russian capital,
their losses

Destabilization of financial institutions that are
counterparties and the partners of banks with Russian
capital, limitation of the opportunities for the asset
recovery for clients and partners of such banks

Legalization of the capital from the
occupied territories through local financial
intermediaries

The fall of the national currency exchange rate due to
inflation, increasing of the number of inspections of
financial institutions

Financial institutions use to direct
financial flows to the occupied territories

The use of financial products and services for
mediation in terrorist financing, lowering the
reputation of domestic financial institutions in the
international arena

Restricting the use of Russian electronic
payment systems

Reducing the number of sources of financial income,
difficulty in providing financial services to certain
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categories of customers
Failure to return «bad credits» from the The loss of financial resources, deteriorating of
borrowers remaining in the occupied financial condition, including financial stability and
territories profitability of credit institutions, limitation of their
financial services resource base
Subordination of the number of Acceptance of erroneous investment decisions, the
participants in the domestic financial decline in investment activities, direction of
market with the Russian co-owners or investment resources of businesses and individuals in
investors, to the decisions of the unprofitable investment facilities, the negative
government of the neighboring state impact on investment climate in the country
The deterioration of the reputation of local | Reducing of the number of customers, partners and
banks via the information war instruments | investors; decline in population interest in banking
services; reducing of the level of use of banking
products and services

(Compiled by the author based on [1, p.223, p.308])

It should be noted that the development of the domestic financial market and
the activities of its professional participants currently are held in the terms of
European integration, which lead to the need of financial institutions adaptation to the
new requirements and standards, and for the domestic financial market in general - to
function in the conditions of Ukraine's financial system modernization.

Thus, the intention to create the foundations of a mutually beneficial financial
cooperation between Ukraine and the EU were laid in the Agreement on Partnership
and Cooperation between Ukraine and the European Communities and their Member
States [2]. An important condition for this was found is the approximation of existing
and future legislation of Ukraine with the EU base, including in the sphere of
provision and regulation of financial services. In the article 67 of this document
stating that the development of relations in the field of financial services Ukraine will
receive the technical assistance to focus on: the development of banking and financial
services, the development of a common market of credit resources, development of
insurance services [2].

Thus, we can determine the impact of European integration on the economic
security of financial institutions, which can lead to the emergence of the new threats
to the economic security of financial institutions in Ukraine. They are:

- strengthening the level of regulation financial institutions activities on
financial market;

- initiation of projects of improving financial literacy of the general population
in Ukraine;

- maintaining the level of reputation of financial institutions through the control
of authenticity of advertising information;

- setting requirements for financial institutions transparency level;

- strengthening of the level of financial services consumers rights protection;

- equal access to the markets of European capital;

- access of European financial institutions to the Ukrainian financial market;

- strengthening of the mechanisms of counteraction to capital legalization and
terrorism financing;
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- regulation of: credit relations, business of trade organization on regulated
markets, professional activity of financial instruments trading and professional
activities on the securities market in general;

- expanding the list of professional participants on the financial market;

- expanding the boundaries of financial services (insurance, credit, investment)
use;

- renewal and modernization of the legal framework governing the activities of
financial institutions.

Thus, European integration for domestic financial institutions and for
managing their economic security system can have both positive and negative effects,
and bears both opportunities and threats for Ukrainian financial institutions in a

future.
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bicseywv A.B.acnipanm
Kageopu meHeoicMeHmy ma eKOHOMIUHOI be3nexu,
Yepracvkuil nayionanvHuil yrisepcumem im. boeoana XvwenbHuybko2o

OCOBUCTA BE3IIEKA SAK CKJIAJOBA 3ABE3IIEYEHHA
EKOHOMIYHOI BE3IIEKH CYB'EKTIB T'OTEJIbHO-PECTOPAHHOI'O
BIBHECY

AKTUBHUI PO3BUTOK TYypH3My Yy CBITI B OCTaHHI KUIbKa JECATUIITh
00yMOBJICHO TIporiecaMu TIJjio0amizaii Ta iHTerpari, 30UIBIICHHAM MOOIIBHICTI
JOJIeH, TIBUIIIEHHSIM SKOCTI 1X KUTTA. YacTKka TypuCTUYHOTO O13HECY B 3arajJbHOMY
o0cs31 BBII y peskux kpainax mocsarae 80-85%, mo CBiIYUTH MPO HOTO BHUCOKY
E€KOHOMIYHY e(peKTHBHICTh. Typu3M B YKpaiHi Ha ChOTOJHINIHIA JI€Hb € Taly33I0
HaIlIOHAJIBHOI €KOHOMIKH, 1[0 PO3BHUBAETHCSA Ta JIMINE HaOupae cBoi obopotu. B
yMOBaxX HECTaOUIbHOI TOJITUYHOI Ta EKOHOMIYHOI CHUTyallli B Hamlid KpaiHi
3aJTy4eHHs 1HO3EMHHUX TYPHUCTIB 3aJICKUTh BiJ] 3a0€3I€UeHHS BUCOKOTO PIBHS MOCIYT,
10 HAAI0ThCS Cy0’ €KTaMU TOTEJIbHO-PECTOPAHHOTO O13HECY.

ExoHomiuHa Oe3leka TYpUCTHYHOro Oi3Hecy Oe3MOCEpeHbO 3aJIeKUTh Bij
3a0e3nedeHHs] Oe3MeKru TYPHUCTIB, BiJl PIBHS 3aXHUCTy iX JKUTTHA, 3J0pOB’s, MaiHa,
TOMY IO CaM€ TYpHUCTH, OyAy4du O€3MocepeiHIMH CIOKHBauYaMHU TYPHPOAYKTY 1
TYpUCTUYHHUX  TIOCIYT, 3a0e3Me4yyloTh OTPUMaHHS TNPUOYTKY  yYaCHUKAMHU
TypUCTHUUHOTO Oi3Hecy. Perionu, siki He 3a0e3MmeuyroTh 0€3IeKy 1 OXOPOHY 310POB’s
TYpPHUCTIB, HE OyIyTh KOHKYPEHTOCIIPOMOKHUMH Ha PUHKY TYPUCTHUHUX MOCiyT [1].

CrabinmpHOIO Ta  TPUOYTKOBOIO  JISUIBHICTH  TOTEIBHO-PECTOPAHHUX
MIAIPUEMCTB Oyze Juine 3a yMOB 3a0e3MedeHHs 0cOOMCTOi Oe3MeKH KIIEHTIB Ta
nepcoHay.
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